
HTTPS & 
SELF SIGNED SSL
CERTIFICATE



Hypertext Transfer Protocol

HTTP

This is the protocol used by a web browser to make
requests to a web server for a webpage. If there is an
error with the request, it will return a code (e.g. 404).

Hypertext Transfer Protocol
Secure

HTTPS

SSL (Secure Sockets Layer) certificate is a digital file
that authenticates a website and enables an encrypted
connection between a web server and a web browser. 



PREREQUISITES

You need to trust that public key cryptography & signature works:

1. Any message encrypted with Oak's public key can only be decrypted with Oak's private key.

2. Anyone with access to Bow's public key can verify that a message (signature) could only
have been created by someone with access to Bow's private key.
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Your Browser https://google.com

I want google.com

OK ! This is my certificate 
containing my public key.

It was signed by Google CA

I trust Google CA
I will verify this public key

I trust Google CA

I have created a new secret key
and encypted with your public key

I have my private key
and I can decrypt this 
so now I have your new

secret key!

We are only two machine
who know this new secret key

Now let’s encrypt all of our communication
with this key



WHAT’S CERTIFICATE
AUTHORITY(CA) ?
HOW CERTIFICATE SIGNED?
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WHAT’S SELF-SIGNED CERTIFICATE? 



How certificate signed?

Applicant Your ownCA

Identity information

Private Key

Certificate 
signing 

request (CSR)

Private Key

Root CA Certificate

Validate 
identity

Server Certificate



LET’S BEGIN THE SELF - SIGNED WORKSHOP



OPENSSL
LIBRARYopenssl version -a

Make sure you already installed OpenSSL 

-a mean show all informations



openssl genrsa -out myCA.key 2048

OPENSSL
LIBRARYCreate a private key for your CA

2048 = key size in bits 
Output: myCA.key



openssl req -x509 -new -nodes -key myCA.key -sha256 -days
3650 -out myCA.pem

OPENSSL
LIBRARYCreate a self-signed root certificate for your CA

-x509 = create a self-signed certificate (not CSR)
-days 3650 = certificate validity (10 years)
Output: myCA.pem (Root CA certificate)

🛑 Now you have a CA ready: myCA.key and myCA.pem



USE YOUR CA TO SIGN A NEW
CERTIFICATE 



openssl genrsa -out myServer.key 2048

OPENSSL
LIBRARYCreate a private key for the server:

This will be the private key for your server.



openssl req -new -key myServer.key -out myServer.csr

OPENSSL
LIBRARYCreate a Certificate Signing Request (CSR) 

It will ask for Common Name (CN) → use your server's domain/IP

NOTE: After entering the command, you will be prompted to fill in the identity information of the requester. You may choose to
either fill it in or leave it blank, since you are creating a Self-Signed SSL Certificate.

**



openssl x509 -req -in myServer.csr -CA myCA.pem -CAkey
myCA.key -CAcreateserial \

-out myServer.crt -days 825 -sha256

OPENSSL
LIBRARYSign the server CSR with your CA to 

issue the server certificate

x509 = Tells OpenSSL: "work with X.509 certificates" (standard certificate format).
-req = Tells OpenSSL: "input is a Certificate Signing Request (CSR)", not a
certificate.
-in myServer.csr = Specifies the input file: the server's CSR you made earlier.
-CA myCA.pem = Tells OpenSSL: "use myCA.pem as the Certificate Authority (CA)
certificate."
-CAkey myCA.key = Use myCA.key as the CA's private key to sign the new
certificate.
-CAcreateserial = If a serial number file (.srl) does not exist yet, automatically
create one (ex: myCA.srl). Each cert must have a unique serial number.
-out myServer.crt = Output the new signed certificate into a file called
myServer.crt.
-days 825 = The certificate is valid for 825 days.



ADD CERTIFICATE ON 
GDCC OPENSTACK CLOUD SERVICE 
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