HTTPS &
SELF SIGNED SSL

CERTIFICATE
e




HTTP ~" HTTP

Hypertext Transfer Protocol Hypertext Transfer Protocol

This is the protocol used by a web browser to make
requests to a web server for a webpage. If there is an
error with the request, it will return a code (e.g. 404).

SSL (Secure Sockets Layer) certificate is a digital file
that authenticates a website and enables an encrypted
connection between a web server and a web browser.




PREREQUISITES

You need to trust that public key cryptography & signature works:

1. Any message encrypted with Oak’s public key can only be decrypted with Oak’s private key.

2. Anyone with access to Bow's public key can verify that a message (signature) could only
have been created by someone with access to Bow's private key.
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https://google.com

Your Browser



| want google.com
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Your Browser

| want google.com

€
OK'! This is my certificate

containing my public key.
It was signed by Google CA
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Your Browser

l

| trust Google CA
| will verify this public key

| want google.com

€
OK'! This is my certificate

containing my public key.
It was signed by Google CA
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Your Browser

l

| trust Google CA
| will verify this public key

| want google.com

€
OK'! This is my certificate

containing my public keu.
It was signed by Google CA

| trust Google CA

| have created a new secret key
and encypted with your public key
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Your Browser

l

| trust Google CA
| will verify this public key

| want google.com

€
OK'! This is my certificate

containing my public keu.
It was signed by Google CA

| trust Google CA

| have created a new secret key
and encypted with your public key

https://google.com

!

| have my private key
and | can decrypt this
so now | have your new
secret key!
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Your Browser

l

| trust Google CA
| will verify this public key

| want google.com

€
OK'! This is my certificate

containing my public key.
It was signed by Google CA

| trust Google CA

| have created a new secret key
and encypted with your public key

€ >

We are only two machine
who know this new secret key

Now let’s encrypt all of our communication
with this key

https://google.com

!

| have my private key
and | can decrypt this
so now | have your new
secret key!



WHAT’S CERTIFICATE
AUTHORITY(CA) ?

HOW CERTIFICATE SIGNED?




How certificate signed?

Applicant CA

e,

Private Key

ldentity information

Certificate Validate

signing identity
m request (CSR)

Private Key

Server Certificate Root CA Certificate




WHAT’S SELF-SIGNED CERTIFICATE?



How certificate signed?

Applicant Your ownCA

e,

Private Key

ldentity information

Certificate Validate

signing identity
m request (CSR)

Private Key

Server Certificate Root CA Certificate




LET’S BEGIN THE SELF - SIGNED WORKSHOP



Make sure you already installed OpenSSL

OPENSSL
LIBRARY

openssl| version -a

-a mean show all informations




OPENSSL
Create a private key for your CA L'BRARY

openssl genrsa -out myCA.key 2048

2048 = key size in bits
Output: myCAkey




Create a self-signed root certificate for your CA

openssl req -x509 -new -nodes -key myCA .key -sha256 -days
3650 -out myCA.pem

-x509 = create a self-signed certificate (not CSR)
-days 3650 = certificate validity (10 years)
o Qutput: myCA.pem (Root CA certificate)

@)

® Now you have a CA ready: myCA.key and myCA.pem
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USE YOUR CA TO SIGN A NEW
CERTIFICATE



OPENSSL
Create a private key for the server: L'BRARY

L

Ly =]

openssl genrsa -out myServer.key 2048

This will be the private key for your server.




OPENSSL

Create a Certificate Signing Request (CSR) LlB

e [ L [ T S
roocEoaE—1o0-tesc—1:

openssl req -new -key myServer.key -out myServer.csr

————— BEGIHN ETIFICATE EE
ITAfBq]
It will ask for Common Name (CN) use your server's domoin/IP yipTw2FlmW1kAS] L:w_zﬁ-j_._-jt,_._-:_-__rE 2LOSKuPHEK
AL HRAkTpixl13TIYIT3TgO0tExtP=jCPyvink/a30hc
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NOTE: After entering the command, you will be prompted to fill in the identity information of the requester. You may choose to
either fill it in or leave it blank, since you are creating a Self-Signed SSL Certificate.



Sign the server CSR with your CA to
issue the server certificate

openssl x509 -req -in myServer.csr -CA myCA.pem -CAkey
myCA.key -CAcreateserial \
-out myServer.crt -days 825 -sha256

x509 = Tells OpenSSL: "work with X.509 certificates” (standard certificate format).
-req = Tells OpenSSL: "input is a Certificate Signing Request (CSR)", not a
certificate.

-in myServer.csr = Specifies the input file: the server's CSR you made earlier.

-CA myCA.pem = Tells OpenSSL: "use myCA.pem as the Certificate Authority (CA)
certificate.”

-CAkey myCA.key = Use myCA key as the CA’s private key to sign the new
certificate.

-CAcreateserial = If a serial number file (.srl) does not exist yet, automatically
create one (ex: myCA.srl). Each cert must have a unique serial number.

-out myServer.crt = Output the new signed certificate into a file called
myServer.crt.

-days 825 = The certificate is valid for 825 days.

OPENSSL




ADD CERTIFICATE ON
GDCC OPENSTACK CLOUD SERVICE



Service List

ADD CERTIFICATE

© AP-GDCCTHAILAND

Favorites: I

Computing

Image Management Service
Elastic Cloud Server
Auto Scaling

Cloud Container Engine

Big Data

MapReduce

Home

® ap-southeast-20...

Storage

Elastic Volume Service

Cloud Backup and Recovery

Data Analysis

Server Migration Service

Offline Services

Offline Services

Resources Application

Network

Virtual Private Cloud
Virtual Private Network
Elastic Load Balance
Direct Connect

Domain Name Service
Network ACLs

NAT Gateway

Elastic IP

VPC Endpoint

v Q B =

Q

Click Il to add a service to favorites. 10 services can

be added.

Security

Web Application Firewall

Application

Simple Message Notification
SoftWare Repository for Cont...
Application Orchestration Ser...

Application Operation Manag...

Mgmt & Deployment

Cloud Eye

Tag Management Service
Recycle Bin

Tag Management

Cloud Trace Service

Log Tank Service

@.

v dieH eping }



ADD CERTIFICATE

Network Console Load Balancers %) Create Elastic Load Balancer

Dashboard

o We've just launched dedicated load balancers that use exclusive resources, provide guaranteed performance metrics, and support IPv6. Try now ‘
Virtual Private Cloud

Search by Tag A
Subnets Q piadl C r—’

Route Tables Name Status IP Address and Network Listener (Frontend Protocol/Port) Public Network Information Operation

209.15.111.249 (IPv4 EIP)

Access Control OAK-LB-TEST Runnin
@ 2 vpc-default (\

listener-1 (HTTP/80) [Pv4 50 Mbit/s Modify IPv4 Bandwidth  More «

VPC Flow Logs
Elastic IP and Bandwidth
NAT Gateway

Elastic Load Balance

| Load Balancers

Certificates

VPC Peering

VPC Endpoint

Virtual Private Network

Direct Connect

Elastic Cloud Server




ADD CERTIFICATE

Dashboard

Name
Virtual Private Cloud

Domain Name Listener (Frontend Protocol/Port) Description Last Updated Operation

Subnets

Route Tables

Access Control

VPC Flow Logs

Elastic IP and Bandwidth No data available.

NAT Gateway

Elastic Load Balance
Load Balancers
Certificates

VPC Peering

VPC Endpoint

Virtual Private Network

Direct Connect

Elastic Cloud Server




ADD CERTIFICATE

Dashboard Create Certificate

©

allc|

Virtual Private Cloud

# Certificate Name cert-73e9|
Subnets

Route Tables * Certificate Type Server certificate CA certificate @

Access Control ﬂrtiﬂcate

VPC Flow Logs

& 0O

Elastic IP and Bandwidth

NAT Gateway View Example [J1

Elastic Load Balance

* Private Key
Load Balancers

Certificates

VPC Peering
\ View Example J1
VPC Endpoint

Domain Name

Virtual Private Network

: The domain name must be specified if the certificate will be used for SNI. Only
Direct Connect

one domain name can be specified for each certificate

Elastic Cloud Server
Description




ADD CERTIFICATE

Dashboard

Name Cl c

Virtual Private Cloud
Name Type Domain Name Listener (Frontend Protocol/Port) Description Last Updated Operation

subnets cert-oak Server certificate Apr 27, 2025 19:42:18 GMT+07:00 Modify = Delete

Route Tables

Access Control

VPC Flow Logs

Elastic IP and Bandwidth

NAT Gateway

Elastic Load Balance
Load Balancers
Certificates

VPC Peering

VPC Endpoint

Virtual Private Network

Direct Connect

Elastic Cloud Server




ADD CERTIFICATE

Load Balancers & Create Elastic Load Balancer
../

Dashboard @ we've just launched dedicated load balancers that use exclusive resources, provide guaranteed performance metrics, and support IPv6. Try now

Virtual Private Cloud

Network Console

a F
Subnets Q Search by Tag 0

Route Tables Status IP Address and Network Listener (Frontend Protocol/Port) Public Network Information Operation
Access Control
VPC Flow Logs
Elastic IP and Bandwidth ¥
NAT Gateway

No data available.

Elastic Load Balance

| Load Balancers

Certificates

VPC Peering

VPC Endpoint

Virtual Private Network

Direct Connect

Elastic Cloud Server




ADD CERTIFICATE

Create Elastic Load Balancer )

1l
e

Q AP-GDCCTHAILAND (nt... Load Balancing Diagram

¢ and cannot be £ through internal ne < connections. For low

AZ-NONTHABURI
can ch to deploy the load balancer in multipl for higher availability.

Public network
Network Type Public IPv4 network (Public network traffic) Private IPv4 network (Private netw ) IPv6 network (Public and private ne 'k traffic) ®

vpc-default C View VPC

New EIP Use existing ()

+ Bandwidth 20 “ Custom | — -~ The value ranges from 1 tc

| OAKHTTPS-LE

Advanced Settings iption |




ADD CERTIFICATE

Network Console Load Balancers @ Create Elastic Load Balancer

Dashboard ﬂ We've just launched dedicated load balancers that use exclusive resources, provide guaranteed performance metrics, and support IPv6. Try now ‘

Virtual Private Cloud
Search by T. ¥ A
Subnets Q EeE S © C G

Route Tables Name Status IP Address and Network Listener (Frontend Protocol/Port) Public Network Information Operation

< 209.15.116.40 (IPv¢
Access Control OAKHTTPS-LB Running ) Add listener IPvd 50 Mbit/s Modify IPv4 Bandwidth = More »
vpc-default )
VPC Flow Logs
Elastic IP and Bandwidth
NAT Gateway
Elastic Load Balance

Load Balancers

Certificates

VPC Peering

VPC Endpoint

Virtual Private Network &

Direct Connect

Elastic Cloud Server




ADD CERTIFICATE

OAKHTTPS-LB Running

Basic Information Listeners Backend Server Groups Monitoring Tags

Add Listener Q Search by Tag

MNo data available.




ADD CERTIFICATE

OAKHTTPS-LB €3 Running

Basic Information Listeners Backend Server Groups Monitoring

[ Rl list=ner ) Q N by Tag ¥ .
- Add Listener . | —

o Configure Listener

# Name listener-264b

* Frontend Protocol/Port HTTPS Value range

+ Server Certificate ‘ cert-oak

Enable SNI ()




ADD CERTIFICATE

OAKHTTPS-LB € Running '

Basic Information Listeners Backend Server Groups Monitoring

Add List Search by Tag v
. Add Listener = ‘ l e

(D Configure Listener e Configure Backend Server Group ’ij- Finish

Backend Server Group Use existing

server_group-2660
* Backend Protocol
* Load Balancing Algorithm Weighted round robin
Sticky Session @

Description

Health Check Configuration

Enable Health Check (7) D
Health Check Configuration

# Protocol

Enable Health Check (%) &

Domain Name

Port @ Value range: 1 to 65535

1 do not specify a port number, the port used by the backend server to receive traffic will

be used.

Advanced Settings




ADD CERTIFICATE

OAKHTTPS-LB Running

Basic Information Listeners Backend Server Groups

Monitoring Tags

Add Listener

) Search by Tag
B HTTPS-TEST
Basic Information Backend Server Groups

Forwarding Policies Add Name server_group-2660 0d611143-656f-421f-95a5-eadc3c8e8bdf [

Load Balancing Algorithm  Weighted round robin Jackend Protocol  HTTP

Disabled Health Check

IPv4

Name | e

Status Private IP Address Health Check Result @

Weight Backend Port

No data available.




ADD CERTIFICATE

OAKHTTPS-LB €3 Running

Basic Information Listeners Backend Server Groups Monitoring Tags

. Add Listener . Q Search by Tag v
Add Backend Server e 0 0O e

HTTPS-TEST
HTTPS/443

B

0 Ensure that the security group that contains the backend servers has rules allowing access from the backend subnet of the load balancer. If

Farwarding|Pabcies Add access is not allowed, health checks will fail. Learn more 31F-9535-cadc3cBeabdf D_I
21f-95a5-ea4c3c8e

Create ECS subnet-default (192.168.0.0/24) Q @

o You can add 500 more backend servers. Learn how to increase quota.

Server Specification Private IP Address

. e
QAK-LB-TEST-2 ZHEFHSIAISE 192.168.0.49 70' —_—
s.c2m4

Backend Port
2vCPUs | 4 GB

192.168.0.210
s.c2md
Oak-Ubuntu 12 vCPUs | 16 GB

192.168.0.35
s.c12m16

Cancel




ADD CERTIFICATE

OAKHTTPS-LB €) Running

Basic Information Listeners Backend Server Groups Monitoring Tags

. Add Listener Q | ‘ Search by Tag l
- Add Backend Server | — Wit s i

HTTPS-TEST
(=)

HTTPS/443 ﬂ Ensure that the security group that contains the backend servers has rules allowing access from the backend subnet of the load balancer. If

is not allowed, health checks wil fail. Learn mor
Forwarding Policies Add i i 21f-95a5-eadc3cBe8bdf [J

Batch Add Ports

Private IP Address Server Backend Port @ Weight @ Operation

OAK-LB-TEST-2

192.168.0.49 s|4GB Copy Remove —Q‘ E‘

OAK-LB-TEST-1 Backend Port

192.168.0.210

Previous Cancel Finish

No data available.

Copy Remaove




ADD CERTIFICATE

OAKHTTPS-LB Running

Basic Information Listeners Backend Server Groups Monitoring

Add Backend Server Group Backend server group name «

server_group-2660 | HTTP @) Basic Information

Name server_group-2660 £ ID 0d611143-656f-421f-95a5-eadc3cB8e8bdf [
Listener HTTPS-TEST Backend Protocol  HTTP

Load Balancing Algorithm  Weighted round robin Health Check

Sticky Session Disabled

IP Address Type IPv4

Add Modify W Remov Available servers: 2 Name @) C

Name Status Private IP Address Health Check Result (2) Weight Backend Port

OAK-LB-TEST-1 | Running 192.168.0.210 =) Healthy 80

Running 192.168.0.49 Healthy




A

Your connection is not private

Attackers might be trying to steal your information from 209.15.116.212 (for example,
passwords, messages, or credit cards). Learn more about this warning

NET=ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

—ee .

( Hide advanced )

This server could not prove that it is 209.15.116.212; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 209.15.116.212 {unsafe)




